ABSTRACT
INTRODUCTION
A secured system has been defined has any system whose users do not feel any apprehension or anxiety while using [3] . Encryption algorithm can be better defined has any method that makes data in a system or over a communication channel secured. Data encryption algorithms can be categorized using either the type of input data they operate on or the types of key they use for encryption. Using the input type, encryption algorithms can be categorized as stream cipher and block cipher. Block encryption algorithm encrypts data in block form. In its simplest mode, the plain text P is divided into blocks P 1 , P 2 ……P n , which are fed into the data encryption system. Stream encryption algorithm encrypts stream of data in such a way that, individual bit of the data is fed into the encryption system. Stream cipher contains two major components; a key stream generator and a mixing encryption function. This mixing encryption function is exclusive OR function that performs two modulus addition on both the key stream and the plaintext.
Also data encryption may be categorized as Symmetric and Asymmetric based on the types of key used for encryption and decryption. In Symmetric algorithm, a private key is agreed upon by the sender and receiver node. This is used to encrypt the message by the sender and decrypt by the receiver. However, its main set back is how to securely share the secret key between the sender and the receiver. That is, if the hacker gets the knowledge of the key the entire encryption system collapses. Asymmetric algorithm uses two keys, the private and public key, for encryption and decryption. Asymmetric algorithm encrypts with the public key and decrypts with the private key. After agreeing on the type of encryption to be used in the communication, the receiver node sends its public key; this key is used by sender node to encrypt the messages. Then, when the encrypted messages arrive, the receiver uses its private to decrypts it. Some of the algorithms inherit the features of these two categories, that is, may be symmetric-stream cipher e.g. RC4, symmetric-block cipher e.g. RC5, asymmetric-block algorithm e.g. 3DES and asymmetric-stream cipher algorithm. Some of these algorithms are briefly described below.
Rivest Shamir Adleman (RSA), uses a private and a public key to encrypt. Two large prime numbers are selected and then multiplied together, that is, n=p*q. If f(n) = (p-1) (q-1), and e>1 such that GCD(e, f(n))=1. Here will have a fairly large probability of being co-prime to f(n), if n is large enough and e will be part of the encryption key. If the Linear Diophantine equation is solved; ed congruent 1 (mod f(n)), for d. The pair of integers (e, n) is the public key and (d, n) form the private key. Encryption of M can be accomplished by the following expression; M e = q n + C where 0<= C < n. Decryption would be the inverse of the encryption and could be expressed as; Cd congruent R (mod n) where 0<= R < n. RSA is the most popular method for public key encryption and digital signatures today [15] . The security of the system depends on the prime numbers p and q. It had been shown that the larger these primes, the more secure the system. The implementation of RSA uses 256-bit p and q. One of the weaknesses of RSA is that it is not easy to generate such large primes. And, it is very difficult to generate large prime numbers that most implementations of RSA use probable-primes, which are defined as numbers which are "probably prime [3, 15] .
Advanced Encryption Standard (AES) is also an example of block data encryption algorithm with variable key size (128, 192 and 256) . It performs data encryption on data blocks of 128bits in 10, 12 and 14 depending on the key size. Though, AES is fast and efficient its energy consumption is high especially if the key size is increased [7] .
Another data encryption algorithm is RC6 which evolves from RC5. It is a block cipher, supports variable key (128,192 and 256 bits) and has a block size of 128 bits. However, its energy consumption is very high.
Blowfish is a 64 bits block data encryption algorithm with variable key size. It is one of the commonest public domain encryption algorithms. This algorithm is vulnerable to key attack using 234 chosen plain text [4, 7, 13] .
Data Encryption Standard (DES) is an encryption algorithm which is based on IBM proposed algorithm called Lucifer. It is the first encryption standard to be recommended by National Institute of Standard and Technology (NIST).
International Data Encryption Algorithm (IDEA) was developed by Dr. X. Lai and Prof. J. Massey in Switzerland in the early 1990s to replace the DES standard. It uses the same key for encryption and decryption, like DES operating on 8 bytes at a time but it uses a 128 bit key. This key length makes it impossible to break by simply trying every key, and no other means of attack is known. It is a fast algorithm, and has also been implemented in hardware chipsets, making it even faster [15] .
RC4 is a cipher invented by Ron Rivest. It is used in a number of commercial systems and wireless LAN. RC4 is most popular data encryption algorithm. It is used in Wired Equivalent Privacy (WEP) used by IEEE 802.11x standard in Wireless LAN. It is a symmetric stream cipher algorithm, which generate a pseudorandom stream of bits as a key. This is combined with the plaintext by finding the 2 modulus addition of the key stream and the plaintext. RC4 is simple and impressively fast. It is a cipher of up to 256bytes key size and creates a stream of random bytes and Xoring those bytes with the text. However, recent works had proved that RC4 is not highly secured whenever there is key repetition which can rarely be avoided. This paper looks into the effect of mutual exclusiveness of XOR operator on the performance of RC4 and provides a novel method, called RC4c, which removes the vulnerabilities introduce by the mutual exclusiveness of the XOR functional operator. The remaining part of the paper is arranged as follows; section two contains the review of the related works on the performance evaluation of some of data encryption techniques. The crypto analysis of the effect of key repetition and mutual exclusiveness of XOR on RC4 are shown in section three. Section 4 contains the effects of key repetition and mutual exclusions of XOR on the new method and how the design space of the new method solves this vulnerability. In section 5, experimental evaluation of the RC4c and some other techniques is done. Finally the conclusion is drawn in section 6.
RELATED WORK
Many cryptoanalysis had been done on effect of different variables on the performance of data encryption algorithms such as the key length and file size as a function of the execution time, energy consumption. Some of these cryptoanalysis are described in this section.
RC4 is the fastest, commonest and simplest data encryption algorithm. It is used in some of the popular protocols such as secured socket layer which protects internet traffic and in WEP to secure wireless networks. Therefore, there is need for RC4 to be secured in all manners against unauthorized user of the system is protecting. Some authors have analysed methods of attacking RC4 [1, 7, 10, 12] . None of these attacks is practical against RC4 with a reasonable key length, such as 128 bits. A more serious attack is reported in [8, 12, 14] . In [8] , it was affirmed that the WEP protocol intended to provide confidentiality on 802.11wireless LAN networksis vulnerable to a particular attack caused by exclusive nature of the mixing operator (XOR). This is further shown in [5, 15] . The negative effect of the exclusiveness affects RC4 in WEP due to the way the keys are generated in the algorithm. This particular problem does not appear to be applicable to other applications using RC4 and can be remedied in WEP by countering the mutual exclusive nature of the XOR. The problem is well explained in the next section.
Omar and Adegoke in [11] describes RC5 as a parameterised symmetric block algorithm. It parameters are variable key size (k), variable block size (w) and a variable number of round (r). The RC5 algorithm uses three primitive operations and the inverse for encryption and decryption.
1 Addition/Subtraction of words modulo 2w, w is the word size 2 Bit-wise exclusive-OR.
3 Rotation; the rotation of word x left by y.
RC5 uses expanded key along with segments of the input message to produce its output. The RC5 is more secured than RC4 but is slower in operation which is due to key expansion. The possibility of key collision as it is on RC4 is drastically reduced in RC5 due to increased key size [11] . However, RC5 needs to read the expanded key, in a sequential way. This allows unauthorised users to tap and read the memory content if they have access to the system [11] .
In [3] analysis of the effect of file size and key length on the speed of RC4 was done. It was discovered that the speed of RC4 during encryption and decryption is proportional to key length, data type and file size. It was shown that image encryption is slower than audio, text encryption and decryption. The result of their analysis was interpreted as mathematical equations which show the relationship between the examined parameters and the encryption and decryption time.
Meanwhile, in [14] a variant of RC4 called RC42s which engages 2's complement to solve the problem caused by the mutual exclusive nature of XOR was proposed. RC42's uses the same concept as the RC4. It is a stream key cipher which uses 2's complement to encrypted messages whenever there is key collision. The key stream of RC42's is absolutely independent of the plaintext used. It employs a variable length from 1 to 256 bit in order to initialize a 256-bit initialization vector (IV). The IV is used for generating subsequent pseudo-random stream key which is XORed with the plaintext in order to generate RC4 equivalent ciphertext. The 2's complement of the RC4 equivalent ciphertext produces RC42's encrypted text. However, the experimental result shows an average improvement rate of 68% over RC4. That is, 32% of encrypted messages may still be affected by key collision. Due to this 32% imperfection in RC42s, there is need for a more perfect technique which would be 100% secured in the cases of key collisions.
Effect of Key Collision and Mutual Exclusiveness OF XOR OPERATOR ON THE SECURITY AND EFFICIENCY OF RC4
The earlier researches on RC4 algorithm has shown that the use of 24-bit initializationvector(IV) is not adequate because the same initialisation vector will be reused over a period of time [9, 10, 12, 14] . This is called collision of key; the hackers rely on this in order get the cipher key. Considering a network runing at 300 Mbps and 2000B packets. This analysis shows that in every 14 minutes key collision occcurs. That is same key is used for the encryption. With this, it is assumed that only one device is connected. If more devices are connected using the same initialization vector IV, the time will be reduced.This means collision will occur in smallest interval and once there is collision the hacker is having two different plain texts both encrypted with the same key stream. Then, it is possible for the hacker to XOR these two encrypted plain text. The XOR of these plain texts will nullify the key stream thereby decrypt the encrypted text as briefly described below. It is observed from equations (3) and (4) that if there is collision of key, the exclusive OR of the two encrypted messages will knock off the key leaving the exclusive OR of the two messages. Therefore, if a hacker has the inkling of one of the messages, he can decipher the other message.
The proof from equation (1)- (4) is further illustrated in table I-III. Table III shows that the exclusive OR of the two plaintexts is the same with exclusive OR of the two encrypted messages. This further establishes the equation 3 and 4. That is, if there is key collision and packets loss, hacker would have two encrypted texts both encrypted with the same secret key. If these encrypted messages are exclusive-Ored the secret key will be knock off leaving the XOR of the two plaintexts.Therefore, if a hacker has the knowledge of the content of one of the text messages, when collision occur the hacker could then decrypt the other encrypted messages, thereby, defeating the reason for encryption. This is the greatest weakness of RC4 as an encrypting algorithm. Most past cryptoanalysis had attributed this weakness to key collision which is brought by limited key size. On the contrary, key collision only exposes the weakness of the XOR functional operator used in stream cipher which is caused by its mutual exclusiveness.
Although, RC4 is fast, easy to implement but being easily susceptible to key collision makes RC4 ciphers to be more susceptible to attacks. Once the exclusive OR of two texts is obtained, the partial knowledge of one of the text leads attacker to decipher the other texts. This vulnerability alone is enough to look for replacement or improvement. RC5 uses added features like expanded key and rotation features to outsmart the mutual exclusiveness of the exclusive-OR thereby making RC5 more secured than RC4 but slower than RC4. Letter "z" RC4 Key 01111010
XOR "A" with RC4 key (E 2 ) 00111011 
RC4c: THE IMPROVED STREAM DATA ENCRYPTION TECHNIQUE
The previous section has shown weakness of RC4 through stream key collision and the effect of exclusive nature of XOR which is the latent weakness of this algorithm.However, this section proposes anew approach to improve RC4 such that it overcomes the weakness caused by key collision and exclusive nature of the XOR operator without increasing the size of the initialization vector field, complexity of the algorithm or affecting the efficiency of the algorithm. The improved encryption algorithm is called RC4c, it uses the same principle as the RC42 proposed in [14] except that it incorporates shift left to further protect the key from being nullify by the mutual exclusiveness of the XOR operator anytime there is key collision. With RC4c, the message is exclusively OR with the stream key and two complement of the resulting encrypted message is taken.The encrypted message is shifted left once in order to shroud the secret key whenever there is key collision. The result is the RC4c encrypted message which will be transmitted wirelessly.
The RC4c technique is divided into four stages: Initialisation, Operation, De-exclusive Level 1 and De-exclusive Level 2 stage. In the initialization stage, the initialization vector is populated using the key as randomize seed, similar to RC4 and RC42s. The IV continues to modify in a regular pattern as the data encryption progresses as shown in the pseudo code below; The resulted RC4c_Ciphertext will be transmitted wirelessly. At the receiving node, decryption takes place. The RC4c_Ciphertext is first shifted right, decreased by one, and de-complemented by inverting the result. Then the secret key stream will be exclusively OR with decomplemented message this will give the plain message. The added features neither incur extra cost nor affect the speed due to the fact that most hardware chipsets have in built shift right, shift left and 2s complement features.
Effect of Key Collision and Mutual Exclusiveness of XOR Operator on the Security and Efficiency of RC4c
Exclusive-Oring of RC4c encrypted messages cannot knock off the key even if an attacker has the partial knowledge of the message. This can be proved by using the previous procedure which shows thisweaknessin RC4 algorithm.
This implies that,
That is,
The result of exclusive-Oring of equation 5 and 6 shows that when there is key collision exclusive-oring of two encrypted messages will not knock off the secret key.This is further established in the next section; by using the RC4ctechnique on two messages 'A' and 'D' with the secret key is 'z'.
RESULT AND DISCUSSION
The result of the analysis carried out in previous section, that is equations [3] [4] , shows that mutual exclusiveness of the XOR operator affects the security and performance of the RC4. However, equation 9 shows that the inclusion of 2s complement and shifting left operations in the new method (RC4c) completely counters the effect of the XOR mutual exclusiveness.
The way RC4c counters the effect of mutual exclusiveness is demonstrated further in Table [IV-VI] . Table IV (row 6) and table V (row 6) generate the RC4c‫ܧ‬ ଵ and‫ܧ‬ ଶ encrypted messages respectively. Table VI (row 2-4) diagrammatically explains equation (9) . From these tables it could be observed that if there is secret key collision and exclusive OR of the encrypted messages are found, the secret key would not be nullified. Therefore, keep the encrypted message intact even if the hacker has the fore knowledge of any of the sent messages or texts. Letter "z" RC4 Key 01111010
XOR "D" with RC4 key 00011000
2's of (D Xor z) 11101000
Shift Right once 2's of (D XOR z) (E 1 ) 111010000 A simulator was developed using Borland delphi 7 to simulate the effect of key collision and mutual exclusion of XOR on RC4c, RC42s and RC4 encryption using all the 128 available ASCII characters. Different set of ASCII data were encrypted with the same key and mutual exclusion was tested by exclusive-oring two different encrypted messages. The percentage of encrypted characters not affected by key collision for RC4, RC42s and RC4c were plotted for the three different keys as shown in figure [1] [2] [3] . The results shown in figure [1] [2] [3] show that the inclusion of 2s complement makes average of 68% of RC42s encrypted messages secured.
Leaving an average of 32% of the encrypted messages susceptible to unauthorised deciphering. Also the result shows that almost 100% of RC4c encrypted messages are secured, which coroborates equation 9. This is as a result of the added shift-left operation on RC4c which introduces multiplication operator. The multiplication operator eventually cancels the reminant effect of exclusiveness of XOR which 2s complement could not clear. The result also shows that 0% of RC4 encrypted messages are secured. That is, the exclusive nature of XOR operator through the key collision knocks off the encryption key in all the encryptions done using RC4 algorithm, thereby, leaving the messages unprotected. That is, equation (3) holds for any character encrypted with RC4 algorithm.
Also, six encryption algorithms were simulated and their throughputs were compared with that of the RC4c. From the result of the simulation shown in figure 4 , RC4c has the highest throughput than DES, 3DES, and RC2 but almost the same throughput withRC4 and RC42s. This shows that the new encryption algorithm apart from solving the vulnerabilities of RC4 and RC42s still maintains their speed and throughput but with better efficiency. 
CONCLUSION
This paper presented RC4c, which is a modification to RC4 and RC42s data encryption algorithms for wireless data communication. RC4c is a stream cipher and performs encryption of data by finding the 2 modulus addition of data and the stream key. The 2s complement of the resulted 2 modulus addition becomes the encrypted data which is further shifted left once. The 2s complement partly nullifies the effect of the exclusive nature of the mixing operator (XOR) thereby solving the negative effect of key collision. The left shifting of the encrypted message mop up the reminant effect of the XOR exclusive nature, thereby, leaving a tamper proof encrypted messages.It solves the vulnerabilities of the RC4 and RC42s without compromising their efficiency and simplicity. It adds more security features to newly developed RC42's and increases its security level from an average of 68% to 100%.
It can be concluded that the RC4c maintains the throughput of RC4 and RC42s with no extra cost That is, the added 2s complement and shift left operations neither reduces the RC4c speed nor increase the cost because these two operations are inbuilt in the processing element of the most systems. Therefore, no need for additional hardware before RC4c can be implemented.
Also, the RC4c offers a perfect solution to vulnerability of RC4 thereby making it a more perfect and seamless replacement to RC4 than RC42s. This is corroborated in the first simulation result which shows that RC4c encrypted messages are 100% protected against the key collision and mutual exclusiveness of XOR functional operator compare to RC4 and RC42s which only gives 68% and 0% respectively. Therefore RC4c is key-collision-proof irrespective of the nature of the characters and the key in the encrypted messages. 
